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XX. CLAXM MSENCmSiPrS 

1* (Cancelled) 

2. (Currently Amended) A method for use with a postal -security 
device comprising a secure housing, and within the secure 
housing a body of data having a size, said postal security 
device also having within the secure housing means for 
generating print data for printing of postage indicia, said 
generating of said print data relying in part on the body o£ 
data, said postal security device also having within the secure 
housing a first memory sized to accommodate the body of data, 
said first memory of a type not recjuiring electrical power to 
maintain the contents thereof, the postal security device also 
having within the secure housing a second memory not large, 
enough to accommodate the body of data, said second memory of a 
type that requires electric power to maintain its contents, said 
postal security device also comprising a battery powering the 
second memory and a tarr^er switch mechanically coupled with the 
secure housing so that upon tampering with the secure housing 
the second memory is disconnected from the battery, said postal 
security device further comprising an encryption key stored 
within said second memory, said postal security device further 
comprising a cryptographic engine; the method comprising the 
steps of: 

storing the encryption key within the second memory; 

encrypting the body of data by the cryptographic engine with 
respect to the encryption key; 
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storing the encrypted body of data in the first memory; 

upon power-up of the postal security device decrypting the 
encrypted body of data with the cryptographic engine with 
respect to the encryption key; 

temporarily storing the decrypted body of data in a third 
memory, wherein upon power down of the postal security 
device the decrypted body of data is lost; 

in the event of tampering with the postal seciirity device, 
removing power from the second memory and the third memory 
resulting in a loss of the encryption key and the decrypted 
body of data ; and 

limiting a size of data stored in the second memory to the 
encryption key in order to maximize a life of the battery 
powering the second memoiy , 

3 - (Cancelled) 

4. (Currently Amended) A postal security device comprising: 

a secure housing, and within the secure housing: 

a first nonvolatile memory device not having a backup battery 
power source and adapted to store an encrypted body of data 
when power is applied to the postal security device and 
when power is not applied to the postal security device; 
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& second nonvolatile memory device having a backup battery 
power source and having a storage capacity only large 
enough to store an encryption key , the second non volatile 
tneiaory having a limited data size tied to the encryption 
key to maximize a life of the back-up battery power source ; 

an encryption engine adapted to encrypt a body of data with 
reference to the encryption key in order to form the 
encrypted data stored in the first nonvolatile memory; 

a third memory device not having a backup battery and adapted 
to temporarily store a body of decrypted data while the 
postal security device is powered on, the body of decrypted 
data being transferred to the third memoiy device from the 
encryption engine when the postal security device is 
initially powered on, the encryption engine decrypting the 
decrypted data stored in the second memory device with 
respect to the encryption key when the postal security 
device is powered on; and 

wherein when the postal security device powers down, the body 
of decrypted data tetttporarily stored in the third memory 
device is lost and battery power required to maintain the 
postal security device is minimized • 

5- (Previously Presented) The postal security device of 

claim 4 further comprising a means for generating print data for 
the printing of postal indicia, the generating of the print data 
relying in part on the decrypted body of data. 
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6. {Previously Presented) The postal security device of claim 4 
further comprising an anti-tairper device adapted to interrupt 
power to the second memory device and the third memory device 
when the secure housing of the postal security device is 
tampered with, wherein the body of decrypted data is lost and 
the encryption key is not available* 

7. (Previously Presented) The postal security device of claim 4 
wherein the body of data includes cryptographic keys and 
sensitive bit-images . 

8* (Previously Presented) The postal security device of claim 4 
further comprising a detection device adapted to detect that the 
second non-volatile memory device is no longer storing the 
encryption key and send a message via a communications channel 
to an administrator of the postal security device for action. 

9 . (Currently Amended) , A postal security device having 
improved battery power consumption during power-off periods 
comprising; 

a first memory device for storing encrypted data, the first 
memory device being connected to a main power source and 
not connected to a back-up battery power source ; 

a second memory device having a memory storage capacity 
sufficient to store only an encryption key, the encryption 
key being used to decrypt the encrypted data stored in the 
first memory device when the postal security device is 
powered on, the second memory being connected to both the 
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main power source and the back-up battexY power sourc e, the 
second memory device having a data storage capacity size 
limited to the encryption key to minimize battery power 
consumption when the second memory relies on back-up 
battery power, only the second memoiry having a battery 
source in order to minimize a need for back-up battery 
gower; 

an encryption engine adapted to decrypt the encrypted data 
using the encryption key during power on; and 

a third memory for temporarily storing the decrypted data, the 
third memory being connected only to the main power source; 

wherein when the main power source is interrupted, the 
decarypted data in the third memory is lost while the second 
memory retains the encryption key, and since only the 
second memory requires back-up bacteary power, battery power 
consumption of the postal security device is reduced. 

10, (Previously Presented) The postal security device of claim 9 
further comprising an anti-tamper device adapted to interrupt 
power to the second memory device and the third memory device, 
wherein the body of decrypted data is lost and the encryption 
key is not available - 

11. (Previously Presented) The postal security device of claim 9 
fiirther comprising a postal indicia generator adapted to receive 
the decrypted body of data from the postal security device over 
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a communications channel and print a postal indicia relying in 
part of the decrypted body of data. 

12. (Currently Amended) A method of improving back-up battery 
power consumption in a postal secxirity device comprising: 

storing a body of encrypted data in a first memory device that 
does not have a back-up battery power source, the encrypted 
data being encrypted by an encryption engine with respect 
to an encryption key; 

storing the encryption key in a second memory device in the 
postal security device, only the second memory device 
having a back-up battery power source and having a maximum 
storage capacity limited to a size of the encryption key 
and limiting data storage capacity size of the second 
memory in order to minimize battery power consumption when 
the second memory relies on back— up battery power, wherein 
a need for back-up battery power in the postal security 
device is minimized ; 

powering up the postal security device and automatically 
decrypting the encrypted data with respect to the 
encryption key stored in the second memory device; 

temporarily storing the decrypted data in a third memory 
device not having a back-up power source, wherein if power 
to the postal security device is interrupted, the decrypted 
data is lost and only the encryption key stored in the 
second memory device having the battery back-up is 
maintained; and 

7 
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causing the decrypted data in the third memory device and the 
encryption key to be lost if the postal security device is 
tampered with. 

13. (Previously Presented) The method of claim 12 further 
comprising generating an electrical signal when the postal 
security device is tampered with that causes the second memory 
device and the third memory device to automatically clear their 
respective memories . 

14. (Previously Presented) The method of claim 12 further 
comprising, if the postal security device is tampered with, 
interrupting main electrical power to the second memory and the 
third memory and interrupting back— up electrical power to the 
second memory, wherein the interruption of main and back— up 
electrical power caixses the second memory and the third memory 
to be cleared- 

15. (Previously Presented) The method of claim 12 further 
comprising minimizing an amount of back-up battery power 
consumed by the postal security device when the postal security 
device is powered down by requiring back-up power only for the 
second memory* 

16. (Previously Presented) The method of claim 12 further 
comprising storing only the encryption key and the encrypted 
body of data when no power is supplied to the postal security 
device and only the back— up power is supplied to the second 
memory device. 
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17, (Previously Presented) The method of claim 12 further 
comprising generating a postal indicia relying in part on the 
decrypted body of data and transmitting the postal indicia over 
a communications channel " to a printer for printing the postal 
indicia. 

18, (Previously Presented) The method of claim 2 further 
comprising, upon power-up of the postal security device, 
detecting a presence of the encryption key, and if not present, 
transmitting a message to an administrator of the postal 
security device indicating a breach of the postal security 
device. 

19 , (Cancelled) 

20, (Currently Amended) A method for use with a postal security 
device comprising a secure housing, and within the secure 
housing a body of data having a size, said postal security 
device also having within the secure housing means for 
generating print data for printing o£ postage indicia, said 
generating of said print data relying in part on the body of 
data, said postal security device also having within the secure 
housing a first memory sized to accommodate the body of data, 
said first memory of a type not requiring electrical power to 
maintain the contents thereof, the postal security device also 
having within the secure housing a second memory not large 
enough to accommodate the body of data, said second memory of a 
type that requires electric power to maintain its contents, said 
postal security device also comprising a battery powering the 
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second memory and a tainper switch mechanically coupled with tHe 
secure housing so that upon tampering with the secure housing 
the second memory is disconnected from the battery, said postal 
security device further coniprisiag an encryption key stored 

within said second memory, said postal security device further 

comprising a cryptographic engine; the method comprising the 
steps o£: 

storing the encryption key within the second memory; 

encrypting the body of data by the cryptographic engine with 
respect to the encryption key; 

storing the encrypted body of data in the first memory; 

upon power-up of the postal security device decrypting the 
^crypted body of data with the cryptographic engine with 
respect to the encryption key; 

temporarily storing the decrypted body of data in a third 
memory, wherein upon power down of the postal security 
device the decrypted body . of data is lost; in the event of 
tampering with the postal security device, removing power 
from the second memory and the third memoiry resulting in a 
loss of the encryption key and the decrypted body of data; 
and 



The method of claim 2 furt - hcr oomg v rd - sing miniiuising a ■ aood — f - o - r - 
back up battor^y powor in the postal security device by only 
requiring battery power for the second memor y in order to 
minimize a need for back-up battery power in the postal 
security device, the second memory being limited in data 
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storage capacity size in order to minimize battery power 
consumption when the second memory relies on back-up 
battery power. 

21 • (Previously presented)' The method of claim 2 further 
comprising determining that the data in the second memory is 
lost and automatically notifying a postal authority • 

22. (Cancelled) 

23. (Cancelled) 

24. (Cancelled) 
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